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Inserisci la tua email per verificare se il tuo account ha subito attacchi ed é stato compromesso.

(@ DEFENSIS -

Oh no! il tuo account & stato trovato!

Breach in cui sei stato coinvolto

A "breach" is an incident where a site's data has been illegally accessed by hackers and then released publicly. Review the types of data that
were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords.

Dropbox: In mid-2012, Dropbox suffered a data breach which exposed the stored credentials of tens of millions of their
customers. In August 2016, they forced password resets for customers they believed may be at risk. A large volume of
data totalling over 68 million records was subsequently traded online and included email addresses and salted hashes
of passwords (half of them SHA1, half of them bcrypt).

Dati compromessi: Email addresses, Passwords

LinkedIn: In May 2016, LinkedIn had 164 million email addresses and passwords exposed. Originally hacked in 2012, the
data remained out of sight until being offered for sale on a dark market site 4 years later. The passwords in the breach

I n were stored as SHA1 hashes without salt, the vast majority of which were quickly cracked in the days following the

release of the data.

Dati compromessi: Email addresses, Passwords

MySpace: In approximately 2008, MySpace suffered a data breach that exposed almost 360 million accounts. In May
2016 the data was offered up for sale on the "Real Deal" dark market website and included email addresses, usernames
and SHA1 hashes of the first 10 characters of the password converted to lowercase and stored without a salt. The exact
breach date is unknown, but analysis of the data suggests it was 8 years before being made public.

ﬁmyspace

Dati compromessi: Email addresses, Passwords, Usernames
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PRIVACY

— GDPR

NUOVO ART. 4

Art. 23 D.Lgs 151/2015

Art. 6 comma F. — Legittimo Interesse \ 1 Utilizzo anche ai fini
Considerando 47 — trattare dati del rapporto di lavoro

strettamente necessari a fini di
prevenzione delle frodi

POLICY USO
BENI AZIENDALI

AGID

Circolare 2/2017
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ART. 32 — SICUREZZA DEL TRATTAMENTO

‘METTERE IN ATTO MISURE TECNICHE E
ORGANIZZATIVE ADEGUATE PER GARANTIRE UN
LIVELLO DI SICUREZZA ADEGUATO AL RISCHIO”
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ART. 33 — NOTIFICA VIOLAZIONE DATI PERSONALI

ENTRO 72 ORE:

A) DESCRIVERE NATURA E CONSEGUENZE
DELLA VIOLAZIONE

B) COMUNICARE DATI REFERENTE AZIENDALE

C) DESCRIVERE LE MISURE ADOTTATE E LA
REMEDIATION
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FORENSIC READINESS

E’LA CAPACITA DI FAR FRONTE A PROBLEMATICHE
INFORMATICHE, GESTENDO L’INCIDENTE,
RIPRISTINANDO LE ATTIVITA E RACCOGLIENDO DATI
CHE ABBIANO VALORE PROBATORIO.
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SMALL BUSINESS

«misure tecniche e organizzative adeguate»



14



@ DEFENSIS

15

SMALL BUSINESS

ANTIVIRUS

PoLICY: LOG
TEAM DI CRISI

VA. VULNERABILITY ASSESSMENT



LOG

ESPORTAZIONE DATI
OPERAZIONI SU FILE
PROCESSI IN ESECUZIONE



TEAM GESTIONE CRISI

Margine di discrezionalita molto ampio

(fare o non fare, aver adottato misure di sicurezza adeguate o meno...)

4

Indispensabile agire rapidamente in caso di data breach.

l

Nel vostro team di gestione crisi avete inserito anche
esperti in incident response?



GRANDI AZIENDE

«misure tecniche e organizzative adeguate»
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SENSITIVE DATA DISTRIBUTION

Top Cities A
Pasadena, CA,
Kalamazoo, MI,
o 200 400
Files
Top Sensitive Data
cc
Pll
CRD
] 200 400
Files
Top Source Types
Fileshare
Endpoint
[} 200

Files v
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Process '@WanaDecryptor@.exe'

O vmtoolsd.exe

O sidebar.exe

O Skype.exe explorer.exe O diskpart.exe O
firefox.exe O O iTunesHelper.exe

O jusched.exe

O @WanaDecryptor@.exe

SUMMARY

NAME

PID

PATH

HASH

THREAT SCORE
PARAMETERS

HIDDEN

DLLs CONNECTIONS

@WanaDecryptor@.exe

3276

C\Users\jackie robins\AppDat
7BF2B57F2A205768755C07F2
100

@WanaDecryptor@.exe

No

CHILD PROCESSES 0

DLLS

CONNECTIONS

5
0

CLOSE



DATA RETENTION

LOG / CONTROLLI PREVISTI IN POLICY
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18.327 Attaccati
1.793 Compromessi

2011 2016 2017
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A
5 anni per scoprire I’attacco 297

A
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ATTACCO DETECTION RESOLUTION
1075210
1cf10)o
ci0
A A
206 DAYS 21-35 DAYS
TO DETECTION
2011 2016 2017
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A
5 anni per scoprire I’attacco 297

A
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ALMENO

GIORNI



Potenziale statico di reazione
Distribuito e capillare

Costo Sostenibile (rascurabile)
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MICHELE COGO

MICHELE.COGO@DEFENSIS.IT



